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i n t r o d u c t i o n

Expect to Be Manipulated: 
Phishing Equilibrium

The psychologists have taught us over the course of more than a 
century—in voices ranging in style and content from Sigmund 

Freud to Daniel Kahneman—that people frequently make decisions 
that are not in their best interest. Put bluntly, they do not do what is 
really good for them; they do not choose what they really want. Such 
bad decisions make it possible for them to be phished for phools. This 
truth is so basic that it is critical to the first story of the Bible, where 
the serpent beguiles innocent Eve to make a phoolish decision that 
she will instantly, and forever, regret.1

The fundamental concept of economics is quite different: it is the 
notion of market equilibrium.2 For our explanation, we adapt the 
example of the checkout lane at the supermarket.3 When we arrive at 
the checkout at the supermarket, it usually takes at least a moment 
to decide which line to choose. This decision entails some difficulty 
because the lines are—as an equilibrium—of almost the same length. 
This equilibrium occurs for the simple and natural reason that the 
arrivals at checkout are sequentially choosing the shortest line.

The principle of equilibrium, which we see in the checkout lanes, 
applies to the economy much more generally. As businesspeople 
choose what line of business to undertake—as well as where they 
expand, or contract, their existing business—they (like customers 
approaching checkout) pick off the best opportunities. This too cre-
ates an equilibrium. Any opportunities for unusual profits are quickly 
taken off the table, leading to a situation where such opportunities 
are hard to find. This principle, with the concept of equilibrium it 
entails, lies at the heart of economics.

The principle also applies to phishing for phools. That means that 
if we have some weakness or other—some way in which we can be 
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phished for phools for more than the usual profit—in the phish-
ing equilibrium someone will take advantage of it. Among all those 
business persons figuratively arriving at the checkout counter, look-
ing around, and deciding where to spend their investment dollars, 
some will look to see if there are unusual profits from phishing us 
for phools. And if they see such an opportunity for profits, that will 
(again figuratively) be the “checkout lane” they choose.

And economies will have a phishing equilibrium in which every 
chance for profit more than the ordinary will be taken up. To practice 
our understanding, we will now turn to three “finger exercises” in the 
application of the concept of phishing equilibria.

Finger Exercise One: Cinnabon®

Consider an example of what we are driving at. Back in 1985, father 
and son Rich and Greg Komen of Seattle founded Cinnabon® Inc. 
with a marketing strategy. They would open outlets that baked on 
their premises the “world’s best cinnamon roll.”4 Cinnamon’s smell 
is an attraction to customers as a pheromone is for moths. The story 
is told how “numerous trips to Indonesia” were made “to acquire fine 
Makara cinnamon.”5 A Cinnabon® is made with margarine; it has 880 
calories; and it is slathered with frosting. “Life Needs Frosting®” is the 
Cinnabon® Inc. motto. They carefully placed the outlets, with plac-
ards and mottos, in the track of people who would be vulnerable to 
that smell and to the story of the best cinnamon roll, with a little time 
on their hands in airports and shopping malls. Of course, the infor-
mation about calories is there, but it isn’t easy to find. Cinnabon® has 
been an explosive success, reflecting not only the delicious bun but 
also the Komens’ strategy, replicated again and again. There are now 
more than 750 Cinnabon® bakeries in more than thirty countries.6 
Most of us probably take it for granted that there just happens to be 
such an outlet right where we are waiting for our delayed flight. We 
fail to appreciate how much effort and expertise went into under-
standing our weak moments and developing a strategy to take advan-
tage of them.

Nor do most of us think of the presence of Cinnabon®, which 
undermines our plans to eat healthily, as the natural result of a 
free-market equilibrium. But it is: if Rich and Greg Komen hadn’t 



INTRODUC TION           3

done it, sooner or later someone else would have had a similar—
although almost surely not identical—idea. The free-market system 
exploits our weaknesses automatically.

Finger Exercise Two: Health Clubs

Back in the spring of 2000, Stefano DellaVigna and Ulrike Mal-
mendier were both graduate students at Harvard.7 They were tak-
ing a special reading class in Psychology and Economics, down the 
Charles River, at MIT. They decided to find an example of the bad 
economic decision making that was the topic of this then-new field. 
They alighted on one they could find in their neighborhood: health 
clubs. Our main interest in health clubs is as an example of phish-
ing for phools. But they are also of some interest for their own sake. 
In 2012, health clubs were a $22 billion industry in the United States, 
with more than 50 million customers.8

DellaVigna and Malmendier constructed a dataset of more than 
7,500 health club users in the Boston area.9 As budding jocks, when 
the customers were first at the health club, they were overoptimistic 
about their exercise plans; and they signed into contracts for which 
they overpaid. Typically, they would choose among three different 
methods of payment: by the visit; a contract to pay by credit card with 
automatic monthly rollover, unless cancelled; or by annual contract. 
Most (nonsubsidized) customers chose the monthly contract. But 80 
percent of them would have paid less by the visit. Furthermore, the 
losses from this wrong choice were significant: $600 per year, out of 
average payments of $1,400.10 Additionally, to add insult to injury, the 
health clubs put roadblocks in the way of cancellation. Of the 83 clubs 
offering automatic monthly renewal in the DellaVigna- Malmendier 
sample, all accepted cancellation by personal appearance; but only 7 
would accept cancellation by phone. Only 54 would accept a letter; 
and, of these, 25 required it to be notarized.11

Of course the health clubs’ offerings of these contracts in which 
people were “paying not to go to the gym”12 were no coincidence. 
Since customers were willing to sign into contracts that were more 
profitable to provide than pay-per-visit, in phishing equilibrium we 
would expect them to be there. Otherwise there would have been 
unused opportunity for profit.
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Finger Exercise Three: Monkey-on-the-Shoulder Tastes

The problems with a pure free-market equilibrium can be imagined 
better if we consider a metaphor for such a phishing equilibrium. 
Economist Keith Chen and psychologists Venkat Lakshminarayanan 
and Laurie Santos have succeeded in teaching capuchin monkeys how 
to use money to trade.13 In a remarkable beginning for a free-market 
economy, the monkeys developed an appreciation for prices and 
expected payoffs; and they even exchanged sex for money.14

But let’s, in our mind’s eye, go way beyond the experiments already 
done. Suppose we opened the monkeys up to trading with humans 
quite generally. We would give a large population of capuchins sub-
stantial incomes and let them be customers of for-profit businesses 
run by humans, without regulatory safeguards. You can easily imag-
ine that the free-market system, with its taste for profits, would 
supply whatever the monkeys choose to buy. We could expect an eco-
nomic equilibrium, with concoctions appealing to strange capuchin 
tastes. This cornucopia would give the monkeys their choices; but 
those choices would be very different from what makes them happy. 
We already know, from Chen, Lakshminarayanan, and Santos, that 
they love Marshmallow Fluff–filled Fruit Roll-Ups.15 Capuchins have 
limited ability to resist temptations. We have every expectation that 
they would become anxious, malnourished, exhausted, addicted, 
quarrelsome, and sickened.

We now come to the point of this thought experiment; we will see 
what it has to say about humans. Our view of the monkeys has ana-
lyzed their behavior as if they have two types of what economists call 
“tastes.” The first type of “tastes” are what the capuchins would exer-
cise if they made the decisions that are good for them. The second 
type of “tastes”—their Fruit Roll-Up tastes—are those they actually 
exercise. Humans are, no doubt, smarter than monkeys. But we can 
view our behavior in the same terms. We can imagine us humans, like 
the capuchins, as also having two different types of tastes. The first 
concept of “tastes” describes what is really good for us. But, as in the 
case of the capuchins, that is not always the basis for all of our deci-
sions. The second concept of “tastes” are the tastes that determine 
how we really, actually make our choices. And those choices may not, 
in fact, be “good for us.”



INTRODUC TION           5

The distinction between the two types of tastes and the example 
of the capuchins gives us an instructive image: we can think about 
our economy as if we all have monkeys on our shoulders when we 
go shopping or when we make economic decisions. Those mon-
keys on our shoulders are in the form of the weaknesses that have 
been exploited by marketers for ages. Because of those weaknesses, 
many of our choices differ from what we “really want,” or, alterna-
tively stated, they differ from what is good for us. We are not gen-
erally aware of that monkey on our shoulder. So, in the absence of 
some curbs on markets, we reach an economic equilibrium where the 
monkeys on the shoulder are substantially calling the shots.

The Alleged Optimality of a Free-Market Equilibrium

There is a perhaps surprising result that, indisputably, lies at the very 
heart of economics. Back in 1776, the father of the field, Adam Smith, 
in The Wealth of Nations, wrote that, with free markets, as if “by an 
invisible hand … [each person] pursuing his own interest” also pro-
motes the general good.16

It took a bit more than a century for Smith’s statement to be pre-
cisely understood. According to the modern version, commonly 
taught even in introductory economics, a competitive free-market 
equilibrium is “Pareto optimal.”17 That means that once such an 
economy is in equilibrium, it is impossible to improve the economic 
welfare of everyone. Any interference will make someone worse off. 
For graduate students, this conclusion is presented as a mathemat-
ical theorem of some elegance—elevating the notion of free-market 
optimality into a high scientific achievement.18

The theory, of course, recognizes some factors that might blemish 
such an equilibrium of free markets. These factors include economic 
activities of one person that directly affect another (called “external-
ities”); they also include bad distributions of income. Thus it is com-
mon for economists to believe that, those two blemishes aside, only 
a fool would interfere with the workings of free markets.19 And, of 
course, economists have also long recognized that firms that are large 
in size may keep markets from being wholly competitive.

But that conclusion ignores the considerations that are central 
to this book. When there are completely free markets, there is not 
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only freedom to choose; there is also freedom to phish. It will still 
be true, following Adam Smith, that the equilibrium will be optimal. 
But it will be an equilibrium that is optimal, not in terms of what we 
really want; but an equilibrium that is optimal, instead, in terms of 
our monkey-on-our-shoulder tastes. And that, for ourselves, as for 
the monkeys, will lead to manifold problems.

Standard economics has ignored this difference because most 
economists have thought that, for the most part, people do know 
what they want. That means that there is nothing much to be gained 
from examining the differences between what we really want and 
what those monkeys on our shoulders are, instead, telling us. But that 
ignores the field of psychology, which is, largely, about the effects of 
those monkeys.

As exceptions, behavioral economists, especially for the past forty 
years, have been studying the relationship between psychology and 
economics. That means that they have brought the consequences 
of the monkeys to center stage. But, curiously, to the best of our 
knowledge, they have never interpreted their results in the context 
of Adam Smith’s fundamental idea regarding the invisible hand. Per-
haps it was just too obvious. Only a child, or an idiot, would make 
an observation like that and expect anyone to notice. But we will 
see that this observation, simple as it may be, has real consequences. 
Especially so, because, as Adam Smith might say, as if by an invisible 
hand, others out of their own self-interest will satisfy those monkey-
on-the-shoulder tastes.

Thus we may be making only a small tweak to the usual econom-
ics (by noticing the difference between optimality in terms of our real 
tastes and optimality in terms of our monkey-on-the-shoulder tastes). 
But that small tweak for economics makes a great difference to our 
lives. It’s a major reason why just letting people be Free to Choose—
which Milton and Rose Friedman, for example, consider the sine qua 
non of good public policy—leads to serious economic problems.20

Psychology and Monkeys on the Shoulder

Not all of psychology concerns the reasons why people make “dys-
functional” decisions. Some of it describes the working of the healthy 
human mind. But a great deal of the subject concerns decisions that 
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give people what they think they want rather than what they really 
want. We see this by going back to an application of psychology as 
it was taught in the mid-twentieth century. The psychology of those 
days was largely based on Freud with special emphasis on his now 
experimentally validated conclusion regarding the role of the sub-
conscious in decision making. Vance Packard described ways in 
which marketers and advertisers are Hidden Persuaders (which was the 
title of his 1957 book). That is, they manipulate us through our sub-
conscious. In one example, which George and Bob both remember 
from more than fifty years ago, the makers of cake mixes appealed to 
housewives’ desire for creativity by unnecessarily requiring the addi-
tion of an egg. Or, in another example, insurance companies played 
on desires for immortality through advertising that, curiously, por-
trayed the deceased father in after-death family pictures.21

Social psychologist  /  marketer Robert Cialdini has written a book 
full of impressive evidence of psychological biases.22 According to 
his “list,” we are phishable because we want to reciprocate gifts and 
favors; because we want to be nice to people we like; because we do 
not want to disobey authority; because we tend to follow others in 
deciding how to behave; because we want our decisions to be inter-
nally consistent; and because we are averse to taking losses.23 Follow-
ing Cialdini, each of these respective biases is paired with common 
salesman’s tricks. One such example concerns how his brother, 
Richard, paid his way through college. Every week, Richard would 
purchase two or three cars from the advertisements in the local 
newspapers. He would clean them up and offer them for sale again. 
Here, Richard put “loss aversion” to work. Richard did not, as most 
of us would do, schedule his prospective buyers to come at different 
times. Instead, intentionally, he scheduled them with overlap. Each 
buyer, whatever the merits of the prospective car, was then appre-
hensive that he might lose out: that other guy might get his car.24

Information Phools

A great deal of phishing comes from another source: from supplying 
us with misleading, or erroneous, information. The phishermen in 
this guise play on what their customers think they will get. There are 
two ways to make money. The first is the honest way: give customers 
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something they value at $1; produce it for less. But another way is to 
give customers false information or induce them to reach a false con-
clusion: so they think that what they are getting for $1 is worth that; 
even though it is actually worth less.

This book will be filled with many such examples, especially in the 
realm of finance. The finance optimists think that complicated finan-
cial transactions are about benignly dividing up risk and expected 
returns in the best possible way among people with different tastes 
for them, just as children used to trade marbles or baseball cards. 
People are smart, especially in finance, the mantra goes; the best 
way to police financial markets is to let them police themselves. As 
a notable example of the application of this mantra to public policy, 
the Commodity Futures Modernization Act of 2000 enabled extra-
ordinarily complicated financial products to trade with only minimal 
supervision. The markets, it was said, would police themselves.

But just because we can say the mantra does not make it true. 
Another way to make money in finance is not to sell people what 
they really want. Remember the magician’s trick: he puts a coin 
underneath one of three jars, swirls them around, and then opens 
them all up.25 The coin is gone. But where is it? Voilà: it is in the 
hand of the magician. And that is what can also happen in the world 
of complicated finance. Figuratively, we buy a security that enti-
tles us to whatever coin will appear when the cups are un  covered. 
But then in the swirl of complicated finance, somehow the coin is 
transferred to the magician’s hand, so that when the cups are turned 
over, we get nothing. Later in the book we will present three chap-
ters on financial manipulations. Each of these chapters will show 
many such tricks that can be considered as taking the coin from 
the swirling cups. More concretely, they entail maneuvers such as 
clever financial accounting and overly optimistic ratings. In this 
case people know what they want; but the clever manipulation of 
information suggests that they are getting what they want, when 
they are, on the contrary, getting something far different. Finally, 
we note that as long as there are profits to be made from such magi-
cians’ tricks, the magicians will be there. That is the nature of the 
economic equilibrium. And that is the basic reason why financial 
markets especially are in need of careful oversight. But we are get-
ting a bit ahead of our story.
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Theory and Practice

So far we have given the theory of phishing equilibrium and a few 
examples to illustrate it. That theory suggests that in real-life eco-
nomic equilibrium there will be a lot of phishing for phools. The equi-
librium occurs for the same reason that the lines in the supermarket 
seldom differ much in length: because the sequential customers are 
choosing what they consider to be the shortest line. Similarly, in 
competitive markets opportunities to make profits by phishing us for 
phools will be taken. We will now turn to the rest of the book, which 
will give example after example of how this general principle plays 
significant roles in our lives.

Where We Go from Here: Outline of Phishing for Phools

The book is divided into this introduction and three parts.

Introduction: Phishing Equilibrium. The major role of this intro-
ductory chapter has been to explain the concept of phishing equi-
librium and the consequent inevitability of phishing. Returning 
to Cinnabon®, that inevitability means that in the absence of the 
Komens, someone else, among the world’s billions, would have taken 
their place. Of course, what is true regarding the Komens also holds 
in every phishing equilibrium: if one person does not take up the 
opportunity for profit, it will be taken by someone else.

Part One: Unpaid Bills and Financial Crash. It is one thing for us 
(Bob and George) to create images about monkeys on our shoul-
ders; to put ph’s rather than f ’s on the beginning of words; and to 
talk abstractly about economic equilibrium. It is another to show 
that those ph’s and those equilibria play significant roles in our lives. 
The next two chapters, which constitute part one, make a first stab 
at hammering this home. Chapter 1 shows why most consumers end 
the month, or the week, worrying about how to pay their bills, and 
quite frequently fail to do so. We are all capable of making mistakes, 
and many of those mistakes are aided and abetted by those who are 
trying “to sell us something.” Chapter 2 shows the role of phishing for 
phools in the Financial Crisis of 2008, with its devastating worldwide 
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consequences. A good part of this story is what we call reputation 
mining on the part of many firms and advisors: the more-or-less- 
deliberate drawing down for profit of hard-won reputation for integ-
rity. As of this writing we have not yet fully recovered from this crisis; 
and the same forces that led to this financial crisis are elements of 
our economic equilibrium. Those forces are hard to tame, and we 
must understand them, both to decrease the likelihood the crises will 
come again, and to handle them, if and when they do happen.

Part Two: Phishing in Many Contexts. Part two takes a new tack. It 
concerns the role of phishing for phools in specific contexts: advertis-
ing and marketing; real estate, car sales, and credit cards; lobby ing 
and politics; food and drugs; innovation and economic growth; alco-
hol and tobacco; and two specific financial markets. We will give a 
separate outline of this section when we come to it.

Part two further reinforces the significance of phishing for phools 
in our lives. But there are other important lessons. The many ex  amples 
throughout this book serve as practice exercises in the perception and 
understanding of phishing for phools. Part two will present new ex -
amples of phishing equilibria, and thus of the inevitability of the phish, 
as a consequence, not of evil people, but instead of the natural working 
of our economic system. Additionally, and perhaps most importantly, 
the experience we gain from these exercises regarding phishing for 
phools in different contexts leads us to a new perspective on the where 
and how of its practice. Beginning with the chapter on adver tisers and 
marketers, whose duty is to lead us to buy what they are commissioned 
to promote, we will offer a new, more general view (beyond Cialdini’s 
list and beyond current behavioral economics) regarding what makes 
people manipulable. People largely think by situating themselves 
within a story. A leading strategy of manipulation is to lead phools to 
graft new stories (advantageous to the phishermen) onto the old ones. 
(We add, parenthetically, that a major role of psychologists—literally 
from Freud to Kahneman—has been to elicit those stories that people 
are telling themselves. The psychologists have technical terms for 
them: such as “mental frames” or “scripts.”)26

Part Three: Conclusion and Afterword. That takes us to the “con-
clusion.” Parts one and two will have visited phishing for phools in 
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settings ranging from the very general, such as consumer spending 
and financial markets, to the quite particular, such as congressio-
nal elections or the ways in which Big Pharma parries its regula-
tors and phishes the doctors who prescribe its medicines. From 
these dis parate examples, and from our theory of phishing, we will 
describe our new characterization, which gives us—and we hope 
will also give you—a new sense about economics: with an aware-
ness of phishing for phools, and where and when it occurs. In the 
con clusion, “New Story in America and Its Consequences,” we 
will see how this new perspective applies to current economic and 
social policy in the United States, with examples from three differ-
ent areas of economic policy.

The afterword follows. It is written especially with regard to our 
potential critics, who we know will be asking if there is anything 
new in Phishing for Phools. This afterword presents our view of what, 
where, and how this book makes a contribution to economics.

We intend Phishing for Phools to be a very serious book. But we 
also intend it to be fun. We hope that you will enjoy the stories and 
the insights on the journey to conclusion and afterword, above and 
beyond any capital-M “Messages” entailed in appropriate apprecia-
tion of “phishing for phools.” 




